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Introduction

Welcome to the Indian Journal of Legal Affairs and Research (IJLAR), a distinguished platform
dedicated to the dissemination of comprehensive legal scholarship and academic research. Our
mission is to foster an environment where legal professionals, academics, and students can
collaborate and contribute to the evolving discourse in the field of law. We strive to publish high-
quality, peer-reviewed articles that provide insightful analysis, innovative perspectives, and
practical solutions to contemporary legal challenges. The IJLAR is committed to advancing legal

knowledge and practice by bridging the gap between theory and practice.
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Preface

The Indian Journal of Legal Affairs and Research is a testament to our unwavering commitment
to excellence in legal scholarship. This volume presents a curated selection of articles that reflect
the diverse and dynamic nature of legal studies today. Our contributors, ranging from esteemed
legal scholars to emerging academics, bring forward a rich tapestry of insights that address critical
legal issues and offer novel contributions to the field. We are grateful to our editorial board,
reviewers, and authors for their dedication and hard work, which have made this publication
possible. It is our hope that this journal will serve as a valuable resource for researchers,
practitioners, and policymakers, and will inspire further inquiry and debate within the legal

community.
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Description

The Indian Journal of Legal Affairs and Research is an academic journal that publishes peer-
reviewed articles on a wide range of legal topics. Each issue is designed to provide a platform for
legal scholars, practitioners, and students to share their research findings, theoretical explorations,
and practical insights. Our journal covers various branches of law, including but not limited to
constitutional law, international law, criminal law, commercial law, human rights, and
environmental law. We are dedicated to ensuring that the articles published in our journal adhere
to the highest standards of academic rigor and contribute meaningfully to the understanding and

development of legal theories and practices.
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DIGITAL PERSONAL DATA PROTECTION ACT, 2023:
CHALLENGES AND IMPLICATIONS FOR PRIVACY
RIGHTS IN INDIA

AUTHORED BY - AASHI DIXIT

Abstract

The rapid advancement of artificial intelligence has significantly transformed digital
communication and content creation, giving rise to sophisticated technologies such as deepfakes.
Deepfakes refer to artificially generated or manipulated audio, video, and image content that
convincingly imitate real individuals, often making it difficult to distinguish fabricated material
from authentic content. While such technologies offer innovative applications in entertainment,
education, and media production, their misuse has emerged as a serious threat to individual rights,
privacy, and social justice. Women have become disproportionately vulnerable to deepfake abuse,
particularly in the form of non-consensual intimate imagery, cyber harassment, identity
manipulation, reputational harm, and online gender-based violence. This paper examines the
growing challenges posed by deepfake technologies to women's rights in India from the
perspectives of cyber law, human rights, and gender justice. The study adopts a doctrinal and
analytical research methodology based on an examination of constitutional provisions, statutory
frameworks, judicial decisions, international human rights instruments, and contemporary policy
developments. It explores the impact of deepfake abuse on fundamental rights including the right
to privacy, dignity, equality, and personal autonomy guaranteed under the Constitution of India.
The paper further evaluates the adequacy of existing legal mechanisms, including the Information
Technology Act, 2000, the Bharatiya Nyaya Sanhita, 2023, the Digital Personal Data Protection
Act, 2023, and intermediary liability regulations in addressing emerging forms of Al-enabled
harm. The study argues that the existing legal framework remains fragmented and insufficient to
effectively address the unique challenges associated with deepfake technology. It highlights the
need for a comprehensive and gender-sensitive regulatory approach that combines legal reforms,

technological safeguards, platform accountability, digital literacy initiatives, and responsible Al
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governance. The paper concludes that protecting women's rights in the digital age requires a human
rights-based framework capable of balancing technological innovation with constitutional values,
gender equality, and democratic accountability. Such an approach is essential to ensuring a safe,

inclusive, and rights-respecting digital environment in contemporary India.

Keywords: Deepfakes, Women's Rights, Gender Justice, Cyber Law, Artificial Intelligence,

Digital Privacy, Online Harassment, Human Rights, Digital Governance, India.

1. Introduction

1.1 Meaning and Evolution of Deepfake Technology

Deepfakes are digitally manipulated audio, video, or image files created using artificial
intelligence techniques that enable the realistic imitation of an individual's appearance, voice, or
actions. The term ‘deepfake’ combines the words ‘deep learning’ and ‘fake,’ reflecting the use of
advanced machine learning algorithms to generate synthetic media that often appears authentic.
By analysing large datasets containing images, videos, or voice recordings, Al systems can create
highly convincing content that is difficult to distinguish from genuine material. The development
of deepfake technology is closely associated with advances in artificial intelligence and deep
learning. While digital image manipulation has existed for decades, the emergence of Generative
Adversarial Networks (GANs) in 2014 significantly enhanced the ability to create realistic
synthetic content. As computing power increased and Al tools became widely accessible, deepfake
applications expanded rapidly across various sectors, including entertainment, education,
marketing, and digital communication.

Despite its legitimate uses, deepfake technology has increasingly been misused for malicious
purposes such as misinformation, fraud, identity theft, political manipulation, and non-consensual
intimate content creation. Women have emerged as the primary targets of deepfake abuse,
particularly in cases involving fabricated sexually explicit images and videos. Such practices
threaten privacy, dignity, reputation, and psychological well-being, while also contributing to
online gender-based violence. The rapid evolution of deepfake technology has created significant
legal and ethical challenges for policymakers worldwide. As synthetic media becomes more

sophisticated and accessible, concerns regarding accountability, digital safety, and the protection
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of fundamental rights have become increasingly prominent. Therefore, deepfakes have emerged

as an important subject of study within cyber law, human rights, and gender justice discourse.

1.2 Rise of AI-Generated Content and Digital Manipulation

The rapid advancement of artificial intelligence has significantly transformed the creation,
dissemination, and consumption of digital content. Al-powered tools are now capable of
generating realistic text, images, audio recordings, videos, and virtual avatars with minimal human
intervention. The increasing accessibility of generative Al technologies has democratized content
creation, enabling individuals and organizations to produce high-quality digital material quickly
and efficiently. Applications such as automated content generation, virtual assistants, image
synthesis, voice cloning, and video creation have become widely available, contributing to the
growing influence of Al in contemporary digital ecosystems. While these developments offer
numerous benefits in fields such as education, entertainment, marketing, healthcare, and
communication, they have also facilitated new forms of digital manipulation. Al-generated content
can be used to alter images, fabricate videos, clone voices, and create entirely fictional scenarios
that appear authentic. The ability to generate highly realistic synthetic media has made it
increasingly difficult for individuals to distinguish between genuine and manipulated content and
concerns regarding misinformation, disinformation, identity fraud, reputational harm, and
cybercrime have intensified across the globe.

Digital manipulation through Al technologies poses particular risks in the context of social media
platforms, where fabricated content can spread rapidly and influence public perception. Deepfakes
and other forms of synthetic media have been used to impersonate individuals, disseminate false
information, manipulate political narratives, and facilitate online harassment. Women have been
disproportionately affected by such misuse, particularly through the creation of non-consensual
intimate content and digitally altered images that violate privacy and dignity. The rise of Al-
generated content has therefore created significant legal, ethical, and regulatory challenges.
Traditional legal frameworks were developed in an era when digital manipulation required
substantial technical expertise and could often be detected through visual inconsistencies.
However, contemporary Al systems can generate sophisticated content that closely resembles
reality, thereby complicating efforts to establish authenticity and accountability. As Al-generated

content continues to evolve, there is an increasing need for robust legal safeguards, technological
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detection mechanisms, and responsible governance frameworks to prevent misuse while

preserving the beneficial applications of artificial intelligence.

1.3 Growing Threats to Women in Cyberspace

The rapid expansion of digital technologies and social media platforms has created unprecedented
opportunities for communication, education, and economic participation. However, it has also
exposed women to various forms of online abuse and cyber-enabled violence. As internet access
and digital engagement continue to increase, women are increasingly becoming targets of cyber
harassment, identity theft, cyberstalking, online defamation, non-consensual sharing of intimate
images, and other forms of technology-facilitated abuse. These threats not only undermine
women's safety and privacy but also affect their ability to participate freely and confidently in
digital spaces. One of the most alarming developments in recent years is the misuse of artificial
intelligence and deepfake technologies to create manipulated images and videos of women without
their consent. Such content is often used to harass, humiliate, blackmail, or intimidate victims,
causing significant psychological, emotional, and reputational harm. The viral nature of social
media platforms further amplifies the impact of such abuse, making it difficult for victims to
control the dissemination of harmful content once it is circulated online.

Women in public life, including journalists, politicians, activists, celebrities, and professionals, are
particularly vulnerable to digital attacks aimed at silencing their voices or damaging their
credibility. Online gender-based violence frequently manifests through threats, hate speech, sexual
harassment, and coordinated campaigns of intimidation. These forms of abuse can discourage
women from expressing their views, participating in public discourse, and exercising their freedom
of expression in digital environments. The growing prevalence of cyber threats against women
raises serious concerns regarding privacy, dignity, equality, and personal security. Although
existing legal frameworks provide certain protections against cybercrime and online harassment,
the emergence of sophisticated technologies such as deepfakes presents new challenges that
traditional laws often struggle to address effectively. There is an urgent need for stronger legal
safeguards, enhanced platform accountability, digital literacy initiatives, and gender-sensitive

regulatory mechanisms to ensure a safer and more inclusive cyberspace for women.
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1.4 Significance of the Study

The emergence of deepfake technology has created new challenges for legal systems,
policymakers, and human rights advocates worldwide. While artificial intelligence has contributed
significantly to technological innovation and digital transformation, its misuse has generated
serious concerns regarding privacy, dignity, reputation, and personal security. Women have
become particularly vulnerable to deepfake abuse, especially through the creation and
dissemination of non-consensual intimate content, identity manipulation, and other forms of online
gender-based violence. These developments have exposed significant gaps in existing legal and
regulatory frameworks, highlighting the need for a comprehensive examination of the relationship
between deepfake technology, women's rights, and cyber law. The significance of this study lies
in its attempt to analyze deepfake-related harms through the combined perspectives of gender
justice, human rights, and digital governance. As deepfake technologies become increasingly
accessible and sophisticated, traditional legal mechanisms are often inadequate to address the
unique challenges posed by Al-generated content. The study therefore seeks to evaluate whether
existing constitutional protections, cyber laws, and data protection regulations in India are capable
of effectively safeguarding women against emerging forms of digital abuse.

In addition, the research contributes to the growing academic discourse on technology-facilitated
gender violence by highlighting the disproportionate impact of deepfakes on women. It emphasizes
the need for gender-sensitive legal reforms, stronger platform accountability, and responsible Al
governance mechanisms. The findings of the study may assist policymakers, legal practitioners,
researchers, and regulatory authorities in developing effective strategies to combat deepfake abuse
while ensuring the protection of fundamental rights in the digital age. Given the increasing
prevalence of Al-generated manipulation and its potential consequences for women's safety,
dignity, and equality, this study is both timely and relevant. It seeks to contribute to the

development of a safer, more inclusive, and rights-respecting digital environment in India.

1.5 Research Objectives
The present study seeks to examine the growing challenges posed by deepfake technology to
women's rights in India and to evaluate the adequacy of existing legal and regulatory responses.

In view of the increasing misuse of artificial intelligence for creating manipulated digital content,
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the study aims to explore the implications of deepfakes from the perspectives of cyber law, human

rights, and gender justice. The specific objectives of the study are as follows:

1.

To examine the concept, evolution, and emerging applications of deepfake technology in
the contemporary digital environment.

To analyze the various forms of deepfake abuse affecting women, including non-
consensual intimate imagery, cyber harassment, identity manipulation, and online gender-
based violence.

To evaluate the impact of deepfake technology on women's fundamental rights, particularly
the rights to privacy, dignity, equality, reputation, and personal autonomy.

To critically examine the existing legal framework in India, including constitutional
provisions, cyber laws, criminal laws, and data protection regulations, in addressing
deepfake-related harms.

To analyze relevant judicial decisions and legal principles governing privacy, digital rights,
online harassment, and technology-enabled violations of women's rights.

To identify the challenges faced by law enforcement agencies, regulatory authorities, and
digital platforms in preventing and responding to deepfake abuse.

To compare India's regulatory approach with emerging international frameworks relating
to deepfake regulation and Al governance.

To suggest legal, institutional, and policy reforms aimed at strengthening the protection of

women against deepfake-enabled cyber harms and promoting a safer digital environment.

1.6 Research Questions

The study is guided by a set of research questions designed to examine the implications of deepfake

technology for women's rights and the effectiveness of existing legal responses in India. These

questions seek to explore the relationship between emerging digital technologies, cyber law, and

gender justice in the contemporary information society.

1.

What is deepfake technology, and how has its increasing accessibility contributed to new
forms of digital manipulation and cyber abuse?
In what ways does the misuse of deepfake technology threaten women's rights, particularly

the rights to privacy, dignity, equality, reputation, and personal autonomy?
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3. How do deepfake-generated images, videos, and audio recordings facilitate cyber

harassment, online gender-based violence, and non-consensual intimate content targeting
women?

4. To what extent do the constitutional and human rights protections available in India address
the challenges posed by deepfake-related harms?

5. How effective are the existing legal frameworks, including the Information Technology
Act, 2000, the Bharatiya Nyaya Sanhita, 2023, the Digital Personal Data Protection Act,
2023, and intermediary liability regulations, in combating deepfake abuse?

6. What legal, technological, and institutional challenges hinder the detection, investigation,
and prosecution of deepfake-related offences?

7. How have courts in India and other jurisdictions addressed issues relating to digital privacy,
online harassment, identity manipulation, and Al-enabled harms?

8. What lessons can India draw from emerging international approaches to Al governance
and deepfake regulation?

9. What legal and policy reforms are necessary to strengthen the protection of women against

deepfake-enabled violations and promote a safer digital environment?

1.7 Research Methodology

The present study adopts a doctrinal and analytical research methodology to examine the

challenges posed by deepfake technology to women's rights in India. The research is primarily

based on the analysis of existing legal principles, statutory provisions, judicial decisions, policy

documents, and scholarly literature relating to cyber law, human rights, gender justice, and digital

governance. Since the study focuses on the legal and regulatory implications of deepfake abuse, it

relies predominantly on secondary sources of data.

1.

The research draws upon a wide range of sources, including books, peer-reviewed journal
articles, government reports, international instruments, policy frameworks, and reports
published by national and international organizations. Relevant constitutional provisions,
the Information Technology Act, 2000, the Bharatiya Nyaya Sanhita, 2023, the Digital
Personal Data Protection Act, 2023, and other applicable legal frameworks have been
critically examined to assess their effectiveness in addressing deepfake-related harms. The

study also analyses significant judicial decisions concerning privacy, dignity, freedom of
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expression, cybercrime, and digital rights to understand the evolving legal response to
technology-enabled violations.

2. A comparative approach has been adopted where necessary to examine emerging
international developments relating to deepfake regulation and Al governance. In this
regard, reference has been made to regulatory frameworks such as the European Union Al
Act, UNESCO Recommendation on the Ethics of Artificial Intelligence, OECD Al
Principles, and selected foreign legal approaches. Such comparative analysis facilitates a
broader understanding of best practices and potential regulatory models that may be
relevant to the Indian context.

3. The study further employs an analytical method to evaluate the impact of deepfake
technologies on women's rights, particularly the rights to privacy, dignity, equality,
reputation, and personal autonomy. By examining legal developments, contemporary
challenges, and policy responses, the research seeks to identify existing gaps within the
regulatory framework and propose suitable reforms. The overall objective of the
methodology is to provide a comprehensive legal assessment of deepfake-related harms
and contribute to the development of a more effective, gender-sensitive, and rights-based

approach to digital governance in India.

2. Understanding Deepfake Technology and its Societal Impact

2.1 Concept and Technical Nature of Deepfakes

Deepfakes are a form of synthetic media created through artificial intelligence techniques that
enable the generation or manipulation of digital content, including images, videos, and audio
recordings. The term ‘deepfake’ combines ‘deep learning,” a subset of machine learning, with
‘fake,” reflecting the technology's ability to create highly realistic but fabricated content. By
analyzing large datasets containing facial images, voice samples, or video recordings, Al systems
can replicate an individual's appearance, speech patterns, and facial expressions with remarkable
accuracy. The technical foundation of deepfakes lies in advanced machine learning models that
learn patterns from existing data and use those patterns to generate new content. One of the most
significant developments in this field was the introduction of Generative Adversarial Networks
(GANSs), which employ two competing neural networks: a generator that creates synthetic content

and a discriminator that evaluates its authenticity. Through continuous interaction, these networks
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improve their outputs, producing increasingly realistic results. More recent Al models have further
enhanced the quality of synthetic media by enabling accurate facial mapping, voice cloning, and
real-time content generation.

Deepfakes can take several forms, including face-swapped videos, synthetic voice recordings, Al-
generated images, and digitally altered multimedia content. While these technologies have
legitimate applications in entertainment, education, accessibility services, and digital
communication, they also possess significant potential for misuse. The ability to create convincing
fabricated content has raised concerns regarding misinformation, fraud, identity theft, and online
harassment. From a legal and human rights perspective, the technical sophistication of deepfakes
creates unique challenges because manipulated content often appears authentic and can be difficult
to detect. As deepfake technology continues to evolve, the distinction between genuine and
fabricated digital content is becoming increasingly blurred, necessitating stronger legal safeguards
and technological detection mechanisms. Understanding the technical nature of deepfakes is
therefore essential for assessing their implications for women's rights, privacy, dignity, and digital

security.

2.2 Evolution of Generative Al Technologies

The evolution of generative artificial intelligence represents one of the most significant
technological developments of the twenty-first century. Generative Al refers to a category of
artificial intelligence systems capable of creating new content, including text, images, audio, video,
and other forms of digital media, by learning patterns from existing data. Unlike traditional Al
systems that primarily analyze or classify information, generative Al can produce original outputs
that closely resemble human-created content. The foundations of generative Al can be traced to
early developments in machine learning and neural networks during the late twentieth century.
Initial Al systems were limited in their ability to generate content and primarily focused on rule-
based tasks. However, advances in computational power, data availability, and machine learning
algorithms significantly expanded the capabilities of Al systems. A major breakthrough occurred
in 2014 with the introduction of Generative Adversarial Networks (GANs), which enabled the
creation of highly realistic synthetic images and videos. GANs revolutionized content generation

by allowing Al systems to learn and replicate complex visual patterns with remarkable accuracy.
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Subsequent developments further accelerated the growth of generative Al. The emergence of
transformer-based models enabled machines to generate coherent text, realistic conversations, and
contextually relevant content. Simultaneously, advancements in image-generation and voice-
synthesis technologies made it possible to create lifelike digital representations of individuals.
These innovations expanded the application of generative Al across various sectors, including
education, healthcare, entertainment, marketing, journalism, and customer services. While
generative Al has contributed significantly to innovation and productivity, it has also facilitated
new forms of digital manipulation. The same technologies used for legitimate purposes can be
employed to create deepfakes, synthetic identities, misleading content, and non-consensual
intimate imagery. The increasing accessibility of Al-powered tools has reduced the technical

expertise required to generate sophisticated digital content, thereby increasing the risk of misuse.

2.3 Positive and Negative Uses of Deepfake Technology

Deepfake technology has emerged as one of the most influential applications of artificial
intelligence, offering both significant benefits and serious risks. Like many technological
innovations, its impact depends largely on the manner in which it is utilized. While deepfakes have
created new opportunities for creativity, communication, and digital innovation, their misuse has
generated substantial legal, ethical, and social concerns. On the positive side, deepfake technology
has found legitimate applications in various sectors. In the entertainment industry, it is used to
enhance visual effects, recreate historical characters, and improve dubbing and film production
processes. Educational institutions employ Al-generated simulations and virtual presentations to
create engaging learning experiences. Deepfake technology also supports accessibility by enabling
voice restoration for individuals with speech impairments and facilitating language translation
through realistic voice synthesis. In marketing and customer service, Al-generated avatars and
virtual assistants provide personalized interactions and improve user engagement. These
applications demonstrate the potential of deepfake technology to contribute positively to
innovation, creativity, and communication.

Despite these benefits, the negative uses of deepfake technology have become a growing concern.
Deepfakes can be used to create fabricated images, videos, and audio recordings that falsely depict
individuals engaging in actions or making statements that never occurred. Such content may be

used for misinformation, political manipulation, identity theft, financial fraud, and reputational
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harm. The spread of manipulated content through social media platforms can undermine public
trust in digital information and create confusion regarding the authenticity of online content.
Women have been particularly affected by the misuse of deepfake technology. A significant
proportion of deepfake abuse involves the creation of non-consensual intimate images and videos,
often resulting in psychological distress, social stigma, and violations of privacy and dignity.
Deepfakes have also been used as tools for cyber harassment, blackmail, and online gender-based
violence. These harms highlight the broader human rights implications of synthetic media and the

challenges faced by existing legal frameworks in addressing emerging forms of digital abuse.

2.4 Deepfakes and the Digital Information Ecosystem

The emergence of deepfake technology has significantly altered the contemporary digital
information ecosystem by challenging traditional notions of authenticity, credibility, and trust. In
the digital age, information is created, shared, and consumed at an unprecedented speed through
social media platforms, online news portals, messaging applications, and other digital
communication channels. Deepfakes have introduced a new dimension to this environment by
enabling the creation of highly realistic yet fabricated content that can easily be mistaken for
genuine information. The increasing sophistication of deepfake technology has blurred the
distinction between authentic and manipulated media. Unlike conventional forms of digital editing,
modern deepfakes can convincingly replicate a person's appearance, voice, and behaviour, making
detection difficult for ordinary users. As a result, individuals are increasingly exposed to
misinformation and deceptive content that can influence public perception, shape opinions, and
distort factual narratives. The viral nature of digital platforms further amplifies these risks,
allowing manipulated content to reach large audiences within a short period.

Deepfakes pose particular challenges to the integrity of online information ecosystems. They can
be used to spread false news, manipulate political discourse, damage reputations, and undermine
public confidence in digital communications. The existence of highly realistic fabricated content
has also contributed to what scholars describe as a ‘crisis of authenticity,” where individuals may
begin to question the reliability of genuine digital evidence. Therefore, trust in online information
sources may be weakened, affecting democratic participation and informed decision-making. The
impact of deepfakes is especially significant for women, who are often targeted through non-

consensual intimate content, impersonation, and online harassment. Such misuse not only violates
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individual rights but also contributes to broader concerns regarding digital safety and gender
equality within online spaces. The widespread circulation of manipulated content can cause lasting
reputational and psychological harm, even when its falsity is subsequently established. Given their
growing influence within the digital information ecosystem, deepfakes have become a major

concern for policymakers, technology companies, and legal institutions.

2.5 Global Growth of Deepfake Incidents

The proliferation of deepfake technology has become a global concern due to the increasing
number of incidents involving manipulated images, videos, and audio recordings. Advances in
artificial intelligence, the availability of open-source software, and the widespread use of social
media platforms have significantly contributed to the rapid growth of deepfake content worldwide.
What was once a highly specialized technology accessible only to researchers and experts has now
become available to ordinary users, making the creation and dissemination of synthetic media
easier than ever before. Over the past decade, deepfake incidents have expanded across various
domains, including politics, entertainment, business, and personal communications. Public figures,
celebrities, journalists, and political leaders have frequently been targeted through manipulated
videos and fabricated statements designed to mislead audiences or damage reputations. Deepfakes
have also been used in financial fraud schemes, where Al-generated voice cloning techniques have
enabled cybercriminals to impersonate executives and deceive organizations into transferring
funds or disclosing sensitive information.

A particularly alarming trend is the increasing use of deepfakes for non-consensual intimate
content. Studies and industry reports indicate that a substantial proportion of deepfake videos
available online involve the unauthorized creation of sexually explicit content, with women
constituting the overwhelming majority of victims. Such incidents have been reported across
numerous countries, demonstrating that deepfake abuse is not confined to any particular region or
legal system. The global nature of digital platforms allows manipulated content to spread rapidly
across borders, complicating efforts to identify offenders and secure effective legal remedies. The
rise of generative Al tools has further accelerated the growth of deepfake incidents by reducing
the technical expertise required to create realistic synthetic media. As a result, concerns regarding

misinformation, cyber harassment, identity theft, and digital security have intensified.
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Governments, international organizations, and technology companies have increasingly

recognized deepfakes as a significant challenge to privacy, public trust, and democratic processes.

3. Deepfakes as a Threat to Women's Rights

3.1 Non-Consensual Deepfake Pornography

One of the most harmful and widely reported forms of deepfake misuse is the creation and
dissemination of non-consensual deepfake pornography. This practice involves the use of artificial
intelligence technologies to digitally superimpose an individual's face onto sexually explicit
images or videos without their knowledge or consent. The resulting content often appears highly
realistic, making it difficult for viewers to distinguish fabricated material from genuine recordings.
Although deepfake pornography can target any individual, women constitute the overwhelming
majority of victims, making it a significant issue of gender justice and digital rights. Non-
consensual deepfake pornography represents a serious violation of privacy, dignity, autonomy, and
bodily integrity. Victims frequently experience emotional distress, humiliation, anxiety,
depression, and reputational harm as a result of the unauthorized creation and circulation of such
content. Even when the material is proven to be fabricated, the damage to an individual's personal
and professional life may be difficult to reverse. The permanence and rapid dissemination of digital
content further exacerbate the harm, as manipulated images and videos can be shared across
multiple online platforms within a short period.

The problem is particularly concerning because many victims are targeted solely on the basis of
their gender, public visibility, or online presence. Celebrities, journalists, politicians, social media
influencers, and ordinary women have all been subjected to deepfake pornography. Such misuse
contributes to the broader phenomenon of technology-facilitated gender-based violence by
creating new mechanisms for harassment, intimidation, and exploitation. In many cases, deepfake
pornography is also used for blackmail, extortion, revenge, or coercive control. From a legal
perspective, non-consensual deepfake pornography presents unique challenges. Traditional laws
relating to obscenity, defamation, privacy, and cybercrime may provide partial remedies, but they
were not specifically designed to address Al-generated sexual content. The anonymity of
perpetrators, the cross-border nature of digital platforms, and the speed with which content spreads

online often complicate enforcement efforts. Therefore, legal scholars and policymakers

Page | 817


http://www.ijlar.com/

WWW.ijlar.com
Volume 3 Issue 5| June 2026 ISSN: 3049-043X
increasingly advocate for stronger regulatory measures, platform accountability, and victim-

centered remedies to address this emerging form of cyber abuse.

3.2 Image-Based Sexual Abuse

Image-Based Sexual Abuse (IBSA) refers to the creation, distribution, publication, or threat of
sharing intimate images or videos of an individual without their consent. Traditionally associated
with the non-consensual dissemination of private photographs, the concept has evolved
significantly with the advancement of digital technologies and artificial intelligence. Today, IBSA
includes not only authentic intimate content but also manipulated and Al-generated images,
including deepfake pornography, which falsely depict individuals in sexually explicit situations.
As a result, image-based sexual abuse has emerged as a serious form of technology-facilitated
gender-based violence. Women are disproportionately affected by IBSA, often becoming targets
of harassment, humiliation, revenge, coercion, and exploitation. The unauthorized circulation of
intimate content can have devastating consequences for victims, including emotional trauma,
psychological distress, social stigma, professional setbacks, and damage to personal relationships.
In many cases, victims experience anxiety, depression, loss of self-confidence, and fear of public
exposure. The permanence and accessibility of online content further intensify these harms, as
once an image is uploaded, complete removal may become extremely difficult.

The emergence of deepfake technology has significantly expanded the scope of image-based
sexual abuse. Perpetrators can now create fabricated intimate images using publicly available
photographs obtained from social media platforms or other online sources. Such content may be
indistinguishable from genuine images, thereby increasing the risk of reputational harm and
making it more difficult for victims to prove that the material is false. The misuse of artificial
intelligence has therefore transformed image-based sexual abuse from a privacy violation into a
broader challenge involving digital identity, consent, dignity, and human rights. From a legal
perspective, image-based sexual abuse implicates several fundamental rights, including the right
to privacy, dignity, equality, and personal autonomy. Although Indian laws relating to cybercrime,
obscenity, sexual harassment, and data protection provide certain remedies, enforcement remains

challenging due to anonymity, jurisdictional issues, and the rapid spread of digital content.
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3.3 Cyber Harassment and Online Gender-Based Violence

The rapid expansion of digital communication technologies has significantly increased the
prevalence of cyber harassment and online gender-based violence. Cyber harassment refers to the
use of digital platforms, social media networks, messaging applications, and other online
technologies to intimidate, threaten, humiliate, or abuse individuals. Women are
disproportionately affected by such conduct and frequently encounter various forms of online
abuse, including cyberstalking, sexual harassment, trolling, hate speech, doxxing, impersonation,
and the non-consensual sharing of intimate content. These acts not only undermine personal
security but also restrict women's ability to participate freely and equally in digital spaces. Online
gender-based violence has emerged as a serious human rights concern because it often mirrors and
amplifies existing social inequalities and gender discrimination. Women who are active in public
life, including journalists, politicians, activists, academics, and social media influencers, are
particularly vulnerable to coordinated online attacks aimed at silencing their voices or
discouraging their participation in public discourse. Such abuse frequently includes threats of
sexual violence, derogatory comments, character assassination, and targeted harassment
campaigns designed to cause psychological distress and reputational harm.

The emergence of deepfake technology has further intensified cyber harassment by providing
perpetrators with sophisticated tools to create manipulated images, videos, and audio recordings.
Deepfakes can be used to falsely portray women in compromising situations, spread fabricated
intimate content, or facilitate identity-based attacks. The realistic nature of such content often
increases its harmful impact and makes it more difficult for victims to defend themselves against
false allegations or reputational damage. Deepfakes have become an increasingly common
instrument of technology-facilitated gender-based violence. The consequences of cyber
harassment extend beyond the digital sphere. Victims may experience anxiety, depression,
emotional trauma, social isolation, and professional setbacks. In severe cases, online abuse may
discourage women from expressing their opinions, engaging in political participation, or accessing
digital opportunities. Such outcomes undermine the principles of equality, dignity, and freedom of
expression that form the foundation of democratic societies. Legal frameworks in India provide
remedies against cybercrime and online harassment, challenges relating to anonymity, jurisdiction,

evidence collection, and technological complexity continue to hinder effective enforcement.

Page | 819


http://www.ijlar.com/

WWW.ijlar.com

Volume 3 Issue 5| June 2026 ISSN: 3049-043X
3.4 Deepfakes and Psychological Harm

The misuse of deepfake technology can cause significant psychological harm to victims,
particularly women who are disproportionately targeted through non-consensual intimate content,
impersonation, and online harassment. Unlike many traditional forms of cyber abuse, deepfakes
possess a high degree of realism that can make fabricated content appear authentic. Therefore,
victims often experience intense emotional distress upon discovering that manipulated images,
videos, or audio recordings depicting them are being circulated online. The knowledge that others
may believe such content to be genuine can create feelings of helplessness, fear, humiliation, and
loss of control over one's personal identity. The psychological consequences of deepfake abuse
may be severe and long-lasting. Victims frequently report anxiety, depression, stress,
embarrassment, and diminished self-esteem. The widespread and often irreversible dissemination
of manipulated content can lead to persistent concerns regarding reputation, personal relationships,
and professional opportunities. In many cases, individuals experience social withdrawal and fear
of public scrutiny, particularly when the content is sexually explicit or defamatory in nature. The
resulting emotional burden may continue even after the falsity of the content has been established.
Women who are subjected to deepfake pornography or online gender-based violence often face
additional psychological challenges due to social stigma and victim-blaming attitudes. The fear of
judgment, harassment, or further exploitation may discourage victims from reporting incidents to
law enforcement authorities or seeking legal remedies. Such circumstances can intensify feelings
of isolation and vulnerability, thereby increasing the overall psychological impact of the abuse.
The psychological harm caused by deepfakes extends beyond individual victims and can affect
broader perceptions of safety and trust within digital environments. As awareness of deepfake
technology grows, individuals may become increasingly concerned about the potential misuse of
their personal images and information. This climate of uncertainty may discourage participation
in online platforms and undermine confidence in digital communications. Deepfake abuse should
not be viewed merely as a technological or legal issue but also as a significant mental health and
human rights concern. Effective responses require not only legal protections and technological
safeguards but also accessible support services, awareness programmes, and victim-centred
remedies that address the emotional and psychological needs of those affected by deepfake-related

harms.
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3.5 Impact on Reputation, Dignity and Social Identity

Deepfake technology poses a serious threat to an individual's reputation, dignity, and social
identity by enabling the creation and dissemination of highly realistic yet fabricated digital content.
In contemporary society, personal reputation is closely linked to an individual's social standing,
professional opportunities, and interpersonal relationships. The circulation of manipulated images,
videos, or audio recordings can therefore cause substantial harm, even when the content is entirely
false. Because deepfakes often appear authentic, victims may face public scrutiny, mistrust, and
reputational damage before the falsity of the content can be established. Women are particularly
vulnerable to such harms, especially when deepfakes involve sexually explicit or compromising
material. The unauthorized creation and dissemination of such content can subject victims to social
stigma, public humiliation, and character assassination. In many cases, the reputational
consequences extend beyond the digital sphere, affecting employment prospects, educational
opportunities, family relationships, and social interactions. The widespread accessibility of online
platforms further amplifies these effects, as manipulated content can rapidly reach large audiences
and remain accessible for extended periods.

Deepfake abuse also undermines the fundamental human dignity of victims. Human dignity
encompasses the inherent worth and autonomy of every individual and forms the foundation of
constitutional and human rights protections. By falsely portraying individuals in objectionable or
degrading circumstances, deepfakes violate personal autonomy and diminish an individual's
control over their own image and identity. Such misuse reduces persons to objects of manipulation
and exploitation, thereby infringing upon their dignity and self-respect. Deepfakes can distort an
individual's social identity by creating false narratives regarding their behaviour, beliefs, or
character. Social identity 1s shaped by how individuals perceive themselves and how they are
perceived by others within society. Manipulated content may alter public perceptions and create
misleading impressions that are difficult to correct, even after the content has been proven false.
This 1s particularly concerning in the case of women, whose social identities are often

disproportionately affected by gender-based stereotypes and societal prejudices.

3.6 Chilling Effect on Women's Participation in Digital Spaces
The growing prevalence of deepfake technology and other forms of online abuse has created a

significant chilling effect on women's participation in digital spaces. The concept of a chilling
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effect refers to a situation in which individuals refrain from exercising their rights and freedoms
due to fear of harassment, intimidation, surveillance, or other adverse consequences. In the digital
context, women may become reluctant to engage in online activities, express opinions, share
personal content, or participate in public discussions because of concerns about cyber harassment,
identity manipulation, and deepfake-related abuse. The misuse of deepfakes has intensified these
concerns by enabling the creation of fabricated images, videos, and audio recordings that can
damage a woman's reputation, dignity, and credibility. The possibility that personal photographs
or publicly available images may be manipulated and transformed into objectionable content
creates a sense of insecurity among women using digital platforms. Many women adopt self-
censorship measures, limit their online presence, or avoid participating in social, professional, and
political discussions to reduce the risk of becoming targets of digital abuse.

The chilling effect is particularly evident among women in public-facing roles, including
journalists, activists, politicians, academics, lawyers, and social media influencers. These
individuals are often subjected to coordinated online harassment campaigns, threats, and gender-
based attacks designed to silence their voices and discourage public engagement. Deepfake
technology has further amplified these risks by providing perpetrators with sophisticated tools to
create misleading and defamatory content capable of undermining public trust and professional
credibility. Such restrictions on digital participation have broader implications for equality,
democratic engagement, and freedom of expression. When women withdraw from online spaces
due to fear of harassment or reputational harm, their perspectives become underrepresented in
public discourse and decision-making processes. This not only limits individual opportunities but
also weakens the diversity and inclusiveness of digital communities. The resulting imbalance may
reinforce existing gender inequalities and hinder efforts to achieve substantive gender justice in

the digital age.

4. Human Rights Dimensions of Deepfake Abuse
4.1 Right to Privacy
The right to privacy is one of the most significant rights affected by the misuse of deepfake
technology. Privacy encompasses an individual's ability to control personal information, identity,
image, and decisions relating to private life without unwarranted interference. In the digital era,

where personal photographs, videos, and other forms of data are routinely shared online, the
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protection of privacy has become increasingly important. Deepfake technology directly threatens
this right by enabling the unauthorized creation, manipulation, and dissemination of digital content
that falsely represents an individual. Women are particularly vulnerable to privacy violations
arising from deepfake abuse. Perpetrators often use publicly available photographs obtained from
social media platforms and other online sources to create fabricated intimate images or videos
without the victim's knowledge or consent. Such conduct amounts to a serious intrusion into
personal autonomy and informational privacy, as individuals lose control over how their identity
and personal image are represented in digital spaces. Even where the content is entirely artificial,
its circulation can create the false impression that the victim participated in the depicted activities,
thereby causing substantial personal and social harm.

The constitutional significance of privacy in India was firmly established by the Supreme Court in
Justice K.S. Puttaswamy v. Union of India (2017), which recognized privacy as a fundamental
right protected under Article 21 of the Constitution. The Court observed that privacy includes
bodily integrity, personal autonomy, informational control, and the preservation of individual
dignity. The principles articulated in Puttaswamy are particularly relevant in the context of
deepfake technology because unauthorized digital manipulation directly interferes with an
individual's control over personal information and identity. Deepfake-related privacy violations
extend beyond the immediate misuse of images or videos. Victims often face continuous
monitoring, online harassment, and the unauthorized sharing of manipulated content across
multiple platforms. The permanence and rapid dissemination of digital information make such

violations especially harmful and difficult to remedy.

4.2 Right to Dignity

The right to dignity constitutes a fundamental component of human rights and is closely linked to
the constitutional guarantee of life and personal liberty under Article 21 of the Constitution of
India. Human dignity reflects the inherent worth, autonomy, and respect owed to every individual,
irrespective of gender, social status, or personal circumstances. In the digital age, the protection of
dignity has acquired renewed significance as emerging technologies create new avenues for
exploitation, humiliation, and identity-based harm. The misuse of deepfake technology represents
one such challenge, as it enables the creation and dissemination of fabricated content that can

seriously undermine an individual's dignity and self-respect. Deepfake abuse frequently involves
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the unauthorized manipulation of a person's image, voice, or identity, often portraying victims in
false, degrading, or sexually explicit situations. Such conduct deprives individuals of control over
their own representation and subjects them to public embarrassment, ridicule, and social stigma.
Women are particularly vulnerable to these harms, as deepfake technologies are commonly used
to generate non-consensual intimate content that objectifies and sexualizes victims without their
consent. The resulting violation extends beyond privacy concerns and directly attacks the dignity
and personal integrity of the individual.

The Supreme Court of India has consistently recognized dignity as an essential aspect of the right
to life under Article 21. Judicial decisions have emphasized that the Constitution protects not
merely physical existence but also the right to live with honour, self-respect, and personal
autonomy. Deepfake-generated content undermines these constitutional values by reducing
individuals to objects of manipulation and exploitation for the purposes of harassment,
entertainment, or malicious gain. The harm is often intensified by the rapid dissemination of such
content through digital platforms, exposing victims to widespread public scrutiny and long-lasting
reputational damage. The violation of dignity caused by deepfake abuse also has broader social
implications. It reinforces gender stereotypes, perpetuates discrimination, and contributes to the
normalization of technology-facilitated violence against women. Such practices create an
environment in which women may feel unsafe, marginalized, and discouraged from participating

fully in digital spaces.

4.3 Right to Equality and Non-Discrimination

The right to equality and non-discrimination is a fundamental human right recognized under
international human rights instruments and guaranteed by Articles 14 and 15 of the Constitution
of India. Equality requires that all individuals be treated with equal respect and protection under
the law, while non-discrimination prohibits unequal treatment based on characteristics such as
gender, race, religion, or social status. In the context of digital technologies, these principles are
increasingly challenged by emerging forms of online abuse and technology-facilitated violence.
The misuse of deepfake technology has become a significant concern because its harmful effects
disproportionately affect women, thereby raising important questions relating to gender equality
and digital justice. Deepfake abuse often reflects and reinforces existing social prejudices and

gender-based discrimination. Women are far more likely than men to be targeted through non-
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consensual intimate imagery, sexually explicit deepfakes, and online harassment campaigns. Such
practices objectify women, undermine their autonomy, and perpetuate harmful stereotypes that
reduce them to subjects of exploitation and public scrutiny. The disproportionate targeting of
women demonstrates how technological tools can reproduce and intensify structural inequalities
that already exist within society.

The discriminatory impact of deepfakes extends beyond individual victims and affects women's
participation in social, professional, and political life. Fear of harassment, reputational damage,
and digital abuse may discourage women from engaging in online platforms, expressing opinions,
or pursuing leadership roles in public spaces. From a legal perspective, the right to equality
requires the State to ensure that technological advancements do not create or exacerbate
discriminatory conditions. Existing legal frameworks must therefore be interpreted and
implemented in a manner that addresses the gendered nature of deepfake abuse. This includes
providing effective remedies for victims, ensuring accountability for perpetrators, and promoting
digital environments that are safe and inclusive for all users. The challenge posed by deepfakes is

not merely one of technological misuse but also one of social justice.

4.4 Freedom of Expression versus Protection from Harm

The emergence of deepfake technology has intensified the ongoing debate between the protection
of freedom of expression and the need to prevent harm caused by digital abuse. Freedom of
expression is a fundamental democratic value recognized under Article 19(1)(a) of the Constitution
of India and various international human rights instruments. It enables individuals to express
opinions, exchange information, engage in artistic creativity, and participate in public discourse.
Technological innovation, including artificial intelligence and synthetic media, may contribute
positively to these objectives by expanding opportunities for communication, education,
entertainment, and creative expression. However, freedom of expression is not an absolute right.
Constitutional and human rights frameworks recognize that restrictions may be imposed where
expression infringes the rights and freedoms of others or threatens public interests. The misuse of
deepfake technology illustrates the tension between these competing concerns. While some forms
of Al-generated content may constitute legitimate artistic, satirical, or educational expression,
deepfakes can also be used to spread misinformation, facilitate harassment, damage reputations,

and create non-consensual intimate content. In such cases, the exercise of one person's expressive
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freedom may directly violate another person's rights to privacy, dignity, equality, and personal
security.

The challenge becomes particularly acute when women are targeted through deepfake
pornography, impersonation, or online gender-based violence. Such content often serves no
legitimate public interest and is primarily intended to humiliate, intimidate, or exploit victims.
Allowing such material to circulate under the broad banner of free expression would undermine
the very values of human dignity and equality that democratic societies seek to protect. A balance
must be struck between safeguarding freedom of expression and preventing technology-enabled
harms. Indian constitutional jurisprudence has consistently recognized that freedom of speech
carries corresponding responsibilities and may be subject to reasonable restrictions under Article
19(2). Similarly, international human rights law acknowledges that freedom of expression must be
exercised in a manner that respects the rights and reputations of others. These principles are
particularly relevant in the context of deepfakes, where manipulated content can cause substantial

and often irreversible harm to individuals.

4.5 Digital Human Rights and Gender Justice

The rapid expansion of digital technologies has transformed the manner in which individuals
exercise and enjoy fundamental rights. Access to the internet, digital communication platforms,
and emerging technologies has created new opportunities for participation, education,
employment, and social interaction. Technological advancements have generated new forms of
rights violations that challenge traditional understandings of human rights protection. In response,
the concept of digital human rights has emerged to ensure that fundamental rights such as privacy,
dignity, equality, freedom of expression, and access to information remain protected within digital
environments. The misuse of deepfake technology presents a significant challenge to these rights,
particularly in relation to women and other vulnerable groups. Digital human rights recognize that
the rights guaranteed in physical spaces must also be safeguarded in cyberspace. Individuals
should be able to engage in digital activities without fear of surveillance, harassment,
discrimination, identity theft, or manipulation. However, deepfake technologies have created new
mechanisms through which these rights may be violated. The unauthorized creation and
dissemination of manipulated images, videos, and audio recordings can undermine personal

autonomy, compromise privacy, damage reputations, and facilitate various forms of online abuse.
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Such violations are especially harmful because digital content can be rapidly distributed,
replicated, and preserved indefinitely.

The issue assumes particular significance from the perspective of gender justice. Gender justice
seeks to ensure fairness, equality, and the elimination of discrimination based on gender. In the
digital sphere, women frequently encounter disproportionate levels of harassment, abuse, and
exploitation. The widespread use of deepfake technology to create non-consensual intimate
content demonstrates how technological tools can reinforce existing gender inequalities and
contribute to technology-facilitated violence against women. Such practices restrict women's
ability to participate freely in online spaces and undermine their equal enjoyment of fundamental
rights. A gender-sensitive approach to digital human rights requires that legal and regulatory
frameworks address the specific vulnerabilities faced by women in digital environments. This
includes providing effective legal remedies, ensuring platform accountability, strengthening data
protection measures, and promoting digital literacy and awareness. International initiatives relating
to Al ethics, human rights, and digital governance increasingly emphasize the need to incorporate
principles of equality, non-discrimination, transparency, and accountability into technological

development and regulation.

4.6 International Human Rights Standards

The challenges posed by deepfake technology extend beyond national boundaries and raise
important concerns under international human rights law. As digital technologies increasingly
influence social, political, and economic life, international human rights standards provide a
crucial framework for balancing technological innovation with the protection of fundamental
rights. Deepfake-related harms, particularly those involving privacy violations, online harassment,
misinformation, and gender-based abuse, implicate several internationally recognized human
rights, including the rights to privacy, dignity, equality, freedom of expression, and effective legal
remedies. The foundation of modern human rights protection is found in the United Nations-
adopted Universal Declaration of Human Rights (UDHR), which affirms the inherent dignity and
equal rights of all human beings. Article 1 recognizes the equality and dignity of every individual,
while Article 12 protects individuals against arbitrary interference with privacy, family, home, and
reputation. Deepfake technologies that manipulate personal images, voices, or identities without

consent may therefore constitute violations of these fundamental principles.
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Further protection is provided by the International Covenant on Civil and Political Rights
(ICCPR). Article 17 safeguards individuals against unlawful interference with privacy and attacks
on honour and reputation, while Article 19 guarantees freedom of expression subject to limitations
necessary for respecting the rights and reputations of others. These provisions are particularly
relevant in addressing the tension between creative expression and the harmful misuse of deepfake
technologies. International human rights law thus recognizes that freedom of expression must be
balanced against the need to protect individuals from serious forms of digital harm. International
human rights bodies have increasingly emphasized the importance of protecting rights in digital
environments. The United Nations Human Rights Council has repeatedly affirmed that the same
rights enjoyed offline must also be protected online. This principle is significant in the context of
deepfakes because digital manipulation can undermine rights that are already recognized under
international law, including privacy, dignity, equality, and freedom from discrimination.

From a gender perspective, the Convention on the Elimination of All Forms of Discrimination
against Women (CEDAW) requires States to take appropriate measures to eliminate discrimination
against women in all spheres of life. Although adopted before the emergence of digital
technologies, the principles of CEDAW are increasingly applied to online environments where
women face cyber harassment, image-based sexual abuse, and deepfake-related exploitation. The
disproportionate impact of deepfake abuse on women underscores the continuing relevance of
international commitments to gender equality and protection from violence. Recent international
initiatives have also sought to address the ethical and human rights implications of artificial
intelligence. The UNESCO Recommendation on the Ethics of Artificial Intelligence emphasizes
human dignity, gender equality, transparency, accountability, and respect for human rights in the
development and deployment of Al systems. Similarly, the OECD Principles on Artificial
Intelligence advocate responsible Al governance based on fairness, transparency, human-centred
values, and accountability. These emerging frameworks provide important guidance for regulating
deepfake technologies while ensuring that innovation remains consistent with international human

rights norms.
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5. Legal Framework Governing Deepfake Abuse in India
5.1 Constitutional Protection of Women's Rights (Articles 14, 19 and 21)
The Constitution of India provides a robust framework for protecting women's rights and
safeguarding individual freedoms in both physical and digital spaces. Although the Constitution
does not specifically address deepfake technology, its fundamental rights provisions offer
important protections against technology-enabled harms that affect privacy, dignity, equality, and
personal autonomy. The misuse of deepfake technology, particularly in the form of non-consensual
intimate content, cyber harassment, and digital impersonation, directly implicates Articles 14, 19,
and 21 of the Constitution. Article 14 guarantees equality before the law and equal protection of
the laws. It embodies the principle that all individuals must be treated equally and protected from
arbitrary discrimination. Deepfake abuse disproportionately targets women, especially through
sexually explicit fabricated content and online gender-based violence. Such practices reinforce
existing gender inequalities and undermine women's ability to participate freely in social,
professional, and political life. The constitutional commitment to equality therefore requires legal
and institutional measures capable of addressing technology-facilitated discrimination and
protecting women from digital harms.
Article 19(1)(a) guarantees the freedom of speech and expression, which includes the right to
communicate, receive information, and participate in public discourse. Digital technologies have
significantly expanded opportunities for expression and creativity. However, Article 19(2) permits
reasonable restrictions in the interests of, inter alia, decency, morality, public order, and protection
of the rights of others. Deepfake technology illustrates the tension between free expression and
protection from harm. While synthetic media may have legitimate artistic, educational, or satirical
uses, the creation and dissemination of deceptive or abusive deepfakes can infringe the privacy,
reputation, and dignity of individuals. Therefore, constitutional principles support reasonable
regulation of harmful deepfake content without undermining legitimate expression.
Article 21, which guarantees the right to life and personal liberty, has emerged as the most
significant constitutional safeguard against deepfake-related harms. Through judicial
interpretation, the Supreme Court has expanded the scope of Article 21 to include the rights to
privacy, dignity, reputation, and personal autonomy. The unauthorized manipulation of an
individual's image, voice, or identity through deepfake technology constitutes a serious intrusion

upon these protected interests. Victims often suffer emotional distress, reputational damage, and
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violations of bodily and informational autonomy. The recognition of privacy as a fundamental
right in Justice K.S. Puttaswamy v. Union of India further strengthens constitutional protection

against such forms of digital exploitation.

5.2 Statutory Framework: Information Technology Act, 2000, Bharatiya Nyaya Sanhita,
2023 and Digital Personal Data Protection Act, 2023

India does not presently have a dedicated law specifically regulating deepfakes but have various
provisions contained in the Information Technology Act, 2000 (IT Act), the Bharatiya Nyaya
Sanhita, 2023 (BNS), and the Digital Personal Data Protection Act, 2023 (DPDP Act) provide a
legal framework for addressing harms arising from the misuse of deepfake technology. These
statutes collectively seek to protect individuals from cyber offences, identity misuse, privacy
violations, and technology-facilitated abuse. The Information Technology Act, 2000 remains the
primary legislation governing cyber activities in India. Several provisions of the Act may be
invoked in cases involving deepfake abuse. Sections 66C and 66D address identity theft and
cheating by personation through electronic means, which may apply where deepfakes are used to
impersonate individuals or facilitate fraud. Sections 67, 67A, and 67B prohibit the publication or
transmission of obscene, sexually explicit, or child sexual abuse material in electronic form. These
provisions are particularly relevant in cases involving non-consensual deepfake pornography and
image-based sexual abuse targeting women.

The Bharatiya Nyaya Sanhita, 2023 supplements cyber law protections by criminalizing conduct
that may arise from deepfake misuse. Provisions relating to defamation, criminal intimidation,
harassment, stalking, publication of obscene material, and offences against the dignity of women
may be invoked against perpetrators who create or distribute harmful deepfake content. The BNS
therefore provides important remedies where deepfakes are used to damage reputation, threaten
victims, or facilitate gender-based violence in digital environments. The Digital Personal Data
Protection Act, 2023 introduces a significant privacy-oriented framework by regulating the
collection, processing, and use of personal data. Deepfake technologies often rely upon
photographs, videos, voice recordings, and other personal information obtained without
meaningful consent. The DPDP Act emphasizes lawful processing, informed consent, and

protection of personal data, thereby strengthening safeguards against unauthorized exploitation of

Page | 830


http://www.ijlar.com/

WWW.ijlar.com
Volume 3 Issue 5| June 2026 ISSN: 3049-043X
an individual's digital identity. Although the Act does not specifically mention deepfakes, its

principles are relevant to addressing misuse of personal data for Al-generated manipulation.

5.3 Intermediary Liability and Platform Regulation

Digital platforms play a crucial role in the creation, dissemination, and removal of online content,
making them central actors in addressing deepfake-related harms. Social media platforms, video-
sharing services, messaging applications, and other online intermediaries often serve as the
primary channels through which manipulated images, videos, and audio recordings are circulated.
The regulation of intermediaries has become an important component of India's legal response to
cyber abuse, misinformation, and online gender-based violence. The legal framework governing
intermediary liability in India is primarily derived from the Information Technology Act, 2000 and
the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules.
Under this framework, intermediaries generally enjoy limited liability protection for third-party
content hosted on their platforms, provided they exercise due diligence and comply with statutory
obligations. This ‘safe harbour’ principle seeks to balance the promotion of digital innovation with
the need to prevent unlawful activities in cyberspace.

In the context of deepfakes, intermediaries are expected to take reasonable measures to prevent the
dissemination of unlawful content, including material that violates privacy, promotes harassment,
facilitates impersonation, or contains sexually explicit imagery. Platforms are required to establish
grievance redressal mechanisms, respond to lawful orders issued by competent authorities, and
remove prohibited content within prescribed timelines. These obligations are particularly
significant in cases involving non-consensual deepfake pornography and image-based sexual
abuse, where rapid removal of harmful content is essential to minimize further victimization. But
there are significant challenges remain. Deepfake content can spread rapidly across multiple
platforms before detection or removal occurs. Automated moderation systems may struggle to
identify sophisticated synthetic media, while manual review processes often face limitations
relating to scale and speed. In addition, questions continue to arise regarding the extent of platform
responsibility, especially when harmful content is uploaded anonymously or originates from

foreign jurisdictions.
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5.4 Judicial Protection of Privacy, Dignity and Online Safety

The Indian judiciary has played a significant role in expanding the scope of constitutional rights
to address emerging challenges in the digital age. Although Indian courts have not yet developed
extensive jurisprudence specifically relating to deepfakes, several judicial decisions concerning
privacy, dignity, reputation, freedom of expression, and online safety provide an important legal
foundation for addressing deepfake-related harms. These decisions demonstrate the judiciary's
commitment to protecting individuals from technology-enabled violations of fundamental rights.
The Supreme Court has consistently recognized that the Constitution protects not merely physical
existence but also the quality of life, personal autonomy, and human dignity. Judicial
interpretations of Article 21 have expanded the concept of personal liberty to include the rights to
privacy, reputation, and informational self-determination. Such protections are particularly
relevant in cases involving deepfake technology, where an individual's image, voice, or identity
may be manipulated and disseminated without consent. The unauthorized creation of fabricated
content can cause severe emotional distress, reputational damage, and violations of personal
autonomy, thereby attracting constitutional protection.

Indian courts have also emphasized the importance of safeguarding individuals from online
harassment and unlawful dissemination of personal information. Judicial interventions in cases
involving cyberstalking, publication of intimate content, and digital privacy violations reflect a
growing recognition of the harms associated with online abuse. These principles are especially
significant for women, who are disproportionately affected by image-based sexual abuse, cyber
harassment, and deepfake-enabled exploitation. Through various decisions, courts have
underscored the need to balance freedom of expression with the protection of privacy, dignity, and
personal security. The judiciary has further acknowledged the responsibilities of digital platforms
and state authorities in ensuring a safe online environment. Courts have increasingly directed
authorities to take effective measures against unlawful digital content and to provide remedies for
victims of cyber abuse. Such judicial approaches reinforce the principle that technological

advancement must remain consistent with constitutional values and human rights protections.
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6. Judicial and Comparative Perspectives

6.1 Justice K.S. Puttaswamy v. Union of India (2017)

The decision of the Supreme Court of India in Justice K.S. Puttaswamy (Retd.) v. Union of India
(2017) is widely regarded as a landmark judgment in the development of privacy jurisprudence in
India. In this case, a nine-judge constitutional bench unanimously held that the right to privacy is
a fundamental right protected under Article 21 and other provisions of Part III of the Constitution.
The Court recognized privacy as an essential aspect of human dignity, personal autonomy, bodily
integrity, and individual liberty, thereby significantly expanding the scope of constitutional
protections in the digital age. The case primarily concerned the constitutional validity of the
Aadhaar programme, its broader significance extends to contemporary technological challenges,
including artificial intelligence, digital surveillance, and deepfake technologies. The Court
emphasized that individuals possess the right to control personal information and to make
autonomous decisions regarding their identity and private life. This principle of informational
privacy is particularly relevant in the context of deepfakes, which often rely upon the unauthorized
collection, manipulation, and dissemination of personal images, videos, and voice recordings.
The judgment further observed that privacy is intrinsically linked to human dignity and the
development of individual personality. Deepfake-generated content, especially non-consensual
intimate imagery and impersonation-based manipulation, directly undermines these constitutional
values by depriving individuals of control over their digital identity and personal representation.
Victims may suffer reputational harm, psychological distress, and violations of autonomy, all of
which fall within the protective ambit of the right to privacy recognized in Puttaswamy. Another
significant contribution of the judgment is its recognition that technological advancements create
new threats to fundamental rights and therefore require evolving legal safeguards. The Court
acknowledged that digital technologies enable unprecedented collection and processing of
personal information, necessitating stronger protections against misuse. The Puttaswamy
judgment therefore serves as a cornerstone for any legal analysis of deepfake regulation in India.
By affirming privacy, dignity, autonomy, and informational self-determination as fundamental
constitutional values, the decision provides a robust framework for protecting women and other

vulnerable individuals from technology-enabled abuses in digital environments.
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6.2 Shreya Singhal v. Union of India (2015)

The Supreme Court's decision in Shreya Singhal v. Union of India (2015) is a landmark judgment
concerning freedom of speech and expression in the digital age. The case challenged the
constitutional validity of Section 66A of the Information Technology Act, 2000, which
criminalized the sending of information through electronic communication that was considered
offensive, annoying, or inconvenient. The Court struck down Section 66A as unconstitutional,
holding that it violated the fundamental right to freedom of speech and expression guaranteed
under Article 19(1)(a) of the Constitution. The judgment reaffirmed the importance of free
expression in a democratic society and emphasized that restrictions on speech must satisfy the
requirements laid down under Article 19(2). The Court observed that vague and overly broad
restrictions on online expression could have a chilling effect on legitimate speech and discourage
citizens from participating in public discourse.

Even though Shreya Singhal did not directly address deepfake technology, its principles are highly
relevant to contemporary debates surrounding the regulation of Al-generated content. The
judgment highlights the need to balance freedom of expression with the protection of other
fundamental rights, including privacy, dignity, reputation, and personal security. While certain
forms of synthetic media may constitute legitimate artistic, educational, or satirical expression,
deepfakes that facilitate harassment, impersonation, misinformation, or non-consensual intimate
content can cause significant harm to individuals and society. The decision also clarified the
responsibilities of online intermediaries. The Court held that intermediaries should remove
unlawful content upon receiving valid legal orders from competent authorities, thereby
establishing an important framework for platform regulation. This principle assumes particular
significance in the context of deepfakes, where digital platforms often serve as the primary

channels for the dissemination of manipulated content.

6.3 Selected Indian and Foreign Judicial Approaches to Digital Harm

In India, courts have progressively expanded constitutional protections against technology-enabled
harms. Decisions concerning privacy, online harassment, cyberstalking, and the unauthorized
dissemination of intimate content have emphasized the importance of protecting personal dignity
and autonomy in cyberspace. Indian courts have also recognized that digital technologies can

facilitate serious violations of privacy and reputation, thereby requiring effective legal remedies

Page | 834


http://www.ijlar.com/

WWW.ijlar.com

Volume 3 Issue 5| June 2026 ISSN: 3049-043X
and judicial intervention. Such principles are directly relevant to deepfake abuse, particularly
where manipulated content is used to harass, exploit, or defame women. Foreign courts have
similarly adopted rights-based approaches to digital harms. In the United Kingdom, judicial
decisions have increasingly recognized privacy rights in cases involving the unauthorized
disclosure of personal information and misuse of private images. Courts have awarded remedies
where individuals suffered reputational and emotional harm due to unlawful dissemination of
intimate content. These developments demonstrate a growing willingness to extend traditional
privacy protections to new forms of digital abuse.

In the United States, courts have addressed issues relating to online impersonation, identity misuse,
defamation, and non-consensual intimate imagery through a combination of constitutional
principles and state-level legislation. While the strong protection afforded to freedom of expression
under the First Amendment often complicates regulation, courts have increasingly acknowledged
the need to protect individuals from severe reputational and psychological harm caused by
malicious digital conduct. European judicial institutions have also played a significant role in
strengthening digital rights protections. Decisions of the European Court of Human Rights have
consistently emphasized the importance of balancing freedom of expression with the rights to
privacy, dignity, and reputation. Similarly, European legal developments relating to data protection
and digital identity underscore the growing recognition that technological innovation must remain

compatible with fundamental rights.

6.4 Emerging Judicial Trends

Contemporary judicial trends indicate an increasing recognition of the challenges posed by
emerging digital technologies and their impact on fundamental rights. Courts across jurisdictions
are gradually moving beyond traditional conceptions of privacy and reputation to address harms
arising from artificial intelligence, digital surveillance, online harassment, data misuse, and
synthetic media. Although deepfake-specific judicial precedents remain relatively limited, existing
jurisprudence reveals a clear trend toward adopting rights-based approaches that prioritize human
dignity, autonomy, and protection from technology-enabled harm. One significant trend is the
growing judicial emphasis on informational privacy and digital identity. Courts increasingly
acknowledge that personal data, images, voice recordings, and online profiles form an integral part

of an individual's identity and therefore deserve legal protection. Unauthorized collection,
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manipulation, or dissemination of such information is increasingly viewed as a violation of privacy
and personal autonomy. This approach is particularly relevant in cases involving deepfakes, where
digital identities can be manipulated without consent, causing serious personal and reputational
harm.

Another emerging trend is the recognition of dignity and reputation as essential components of
constitutional and human rights protection. Courts have demonstrated a greater willingness to
intervene in cases involving cyber harassment, non-consensual intimate imagery, online
defamation, and technology-facilitated abuse. Judicial reasoning increasingly reflects the
understanding that digital harms can produce consequences as severe as those occurring in the
physical world, thereby necessitating effective legal remedies and protective measures. Judiciaries
are also placing greater emphasis on platform accountability and the responsibilities of
intermediaries in preventing online harm. Courts in several jurisdictions have required digital
platforms to cooperate with lawful investigations, remove unlawful content, and implement
mechanisms for protecting users from abuse. This trend reflects a growing recognition that
effective protection of rights in cyberspace requires not only individual accountability but also
responsible governance by technology companies. A further development is the increasing effort
to balance freedom of expression with protection from digital harm. Courts generally seek to
preserve legitimate speech, creativity, and innovation while permitting reasonable restrictions
where expression infringes privacy, dignity, equality, or public safety. This balancing approach is
likely to influence future judicial responses to deepfake regulation, particularly in cases involving

misinformation, impersonation, and non-consensual synthetic media.

7. Regulatory Challenges in Addressing Deepfake Abuse

7.1 Detection, Attribution and Cross-Border Enforcement Challenges

One of the most significant obstacles in addressing deepfake abuse is the difficulty of detecting
manipulated content and identifying those responsible for its creation and dissemination. Advances
in artificial intelligence have made deepfakes increasingly sophisticated, enabling the production
of highly realistic images, videos, and audio recordings that are often indistinguishable from
authentic content. As the quality of synthetic media continues to improve, conventional detection
methods become less effective, creating substantial challenges for victims, law enforcement

agencies, and digital platforms. The attribution of responsibility presents an equally complex
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problem. Deepfake content can be created using easily accessible software and distributed
anonymously through social media platforms, encrypted messaging services, and online forums.
Perpetrators frequently conceal their identities through fake accounts, virtual private networks, and
other technological tools, making investigation and prosecution difficult. In many -cases,
establishing the original source of manipulated content becomes nearly impossible once it has been
shared across multiple digital platforms. The global nature of cyberspace further complicates
enforcement efforts. Deepfake content created in one country may be uploaded to servers located
in another jurisdiction and accessed by users worldwide. Such cross-border dissemination creates
significant legal and procedural challenges relating to jurisdiction, evidence collection, extradition,
and international cooperation. Differences in national laws governing privacy, freedom of
expression, cybercrime, and platform liability often hinder coordinated responses to digital abuse.
Victims may face considerable difficulties in obtaining timely remedies or ensuring accountability

for offenders operating outside national boundaries.

7.2 Platform Accountability and Law Enforcement Constraints

The increasing prevalence of deepfake abuse has intensified concerns regarding the responsibilities
of digital platforms and the capacity of law enforcement agencies to respond effectively to
technology-enabled harms. Social media platforms, video-sharing websites, and messaging
applications serve as the primary channels through which deepfake content is created, shared, and
amplified. Therefore, platform accountability has emerged as a critical aspect of efforts to combat
online abuse, misinformation, and violations of privacy and dignity. Digital platforms are often
expected to detect, remove, and restrict the dissemination of harmful content, including non-
consensual intimate imagery, impersonation-based deepfakes, and manipulated media designed to
harass or deceive individuals. However, the sheer volume of user-generated content presents
significant challenges for effective moderation. Automated detection systems may fail to identify
sophisticated deepfakes, while human review mechanisms can be slow and resource-intensive. As
a result, harmful content frequently remains online long enough to cause substantial reputational,
psychological, and social harm to victims.

Questions regarding the extent of platform responsibility further complicate regulatory efforts.
Excessive liability may discourage innovation and undermine freedom of expression, whereas

insufficient accountability may allow harmful content to proliferate unchecked. Striking an
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appropriate balance between these competing concerns remains a major challenge for
policymakers worldwide. The rapid evolution of generative Al technologies has made this task
even more difficult, as platforms must continuously adapt their content moderation strategies to
address increasingly sophisticated forms of digital manipulation. Law enforcement agencies also
face significant constraints in investigating and prosecuting deepfake-related offences. Many
agencies lack specialized technical expertise, advanced digital forensic tools, and adequate training
in artificial intelligence technologies. The identification of perpetrators is often complicated by
anonymity, encrypted communications, and the use of foreign digital platforms. Additionally, the
rapid spread of deepfake content frequently outpaces traditional investigative procedures, reducing

the effectiveness of legal interventions.

7.3 Balancing Innovation, Free Speech and Protection from Harm

The regulation of deepfake technology presents a complex challenge because it requires balancing
technological innovation and freedom of expression with the need to protect individuals from
harm. Artificial intelligence and generative technologies have created significant opportunities for
creativity, education, entertainment, research, and economic development. Deepfake technology,
when used responsibly, can support film production, digital content creation, accessibility services,
and other socially beneficial applications. Excessively restrictive regulations may therefore hinder
innovation and limit the positive potential of emerging technologies. The misuse of deepfakes has
generated serious concerns relating to privacy violations, misinformation, identity theft, cyber
harassment, and non-consensual intimate content. Women are particularly vulnerable to such
harms, as deepfake technologies are frequently used to create sexually explicit or defamatory
content without consent. These practices can cause severe psychological distress, reputational
damage, and violations of dignity and personal autonomy.

Freedom of speech and expression further complicates the regulatory landscape. Democratic
societies recognize the importance of protecting artistic expression, satire, political commentary,
and the free exchange of ideas. Certain forms of Al-generated content may legitimately fall within
these protected categories. However, freedom of expression is not absolute and may be subject to
reasonable restrictions where expression infringes the rights, reputation, privacy, or safety of
others. Deepfake content designed to deceive, exploit, harass, or manipulate individuals cannot be

equated with legitimate forms of expression and may warrant regulatory intervention. The

Page | 838


http://www.ijlar.com/

WWW.ijlar.com

Volume 3 Issue 5| June 2026 ISSN: 3049-043X
challenge for policymakers is therefore to develop a balanced framework that distinguishes
harmful deepfakes from lawful and socially beneficial uses of synthetic media. Such a framework
should promote transparency, accountability, and responsible innovation while avoiding
unnecessary restrictions on legitimate technological development. Measures such as content
labelling, risk-based regulation, platform accountability, victim-centred remedies, and targeted

sanctions against malicious actors may provide a more effective alternative to broad prohibitions.

8. Comparative International Approaches

8.1 European Union Al Act

The European Union Artificial Intelligence Act (EU AI Act) represents the world's first
comprehensive legal framework specifically designed to regulate artificial intelligence systems.
Adopted to ensure the safe, transparent, and trustworthy use of Al technologies, the Act seeks to
balance technological innovation with the protection of fundamental rights, democratic values, and
public safety. Its significance extends beyond Europe, as it is increasingly viewed as a model for
Al governance in other jurisdictions. The EU Al Act adopts a risk-based regulatory approach,
classifying Al systems according to the level of risk they pose to individuals and society. Systems
that present unacceptable risks, such as certain forms of manipulative or exploitative Al, are
prohibited. High-risk Al systems are subject to strict compliance requirements, including
transparency obligations, risk assessments, human oversight, and accountability mechanisms.
Lower-risk systems are regulated through proportionate transparency measures.

The Act is particularly relevant to deepfake technology because it introduces specific transparency
requirements for Al-generated and manipulated content. Providers and deployers of deepfake
systems are generally required to disclose that the content has been artificially generated or
manipulated. The objective is to ensure that users are aware when they are interacting with
synthetic media and can distinguish fabricated content from authentic material. Such disclosure
requirements are intended to reduce deception, misinformation, and the misuse of deepfakes for
fraudulent or harmful purposes. From a human rights perspective, the EU Al Act emphasizes the
protection of privacy, dignity, equality, and non-discrimination. The legislation acknowledges that
Al technologies can adversely affect fundamental rights if deployed without appropriate
safeguards. The Act promotes transparency, accountability, human oversight, and responsible

innovation as essential principles of Al governance. These protections are particularly significant
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in addressing deepfake abuse targeting women, including non-consensual intimate imagery,
identity manipulation, and online harassment. The EU approach demonstrates that regulation need
not prohibit technological development but can instead establish safeguards that encourage
responsible innovation. By requiring transparency, strengthening accountability, and prioritizing
fundamental rights, the EU Al Act offers valuable lessons for countries seeking to regulate

deepfake technologies.

8.2 United Kingdom, United States and Australian Approaches

Despite differences in regulatory design, these jurisdictions share common objectives, including
protection against online abuse, greater platform responsibility, and safeguards against
technology-enabled harms. Their experiences highlight the importance of balancing innovation
and freedom of expression with the protection of privacy, dignity, and individual rights in the
digital environment.

The United Kingdom, the United States, and Australia have adopted different approaches to
addressing the challenges posed by deepfakes and online harms. The United Kingdom focuses on
platform accountability through its online safety framework, requiring digital platforms to take
reasonable steps to prevent harmful content and protect users from online abuse. Particular
attention has been given to image-based sexual abuse and technology-facilitated violence against
women.

In the United States, regulation remains largely decentralized. Several states have enacted laws
targeting election-related deepfakes, digital impersonation, and non-consensual intimate imagery.
However, regulatory efforts are influenced by strong constitutional protections for freedom of
expression, resulting in a preference for targeted regulation rather than comprehensive Al
legislation.

Australia has adopted a victim-centred approach through its online safety regime. Regulatory
authorities are empowered to facilitate the removal of harmful content and provide remedies for
victims of image-based abuse and cyber harassment. The Australian framework emphasizes rapid

response, platform cooperation, and user protection.
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8.3 Lessons for India

The comparative experiences of the European Union, the United Kingdom, the United States, and
Australia offer important lessons for India in developing an effective regulatory framework for
deepfake technologies. A key lesson is that existing cyber laws and general criminal provisions
may not be sufficient to address the unique challenges posed by Al-generated content. As
deepfakes become increasingly sophisticated, there is a growing need for clear legal standards
specifically addressing synthetic media, digital impersonation, and non-consensual intimate
content. International approaches also highlight the importance of platform accountability. Digital
platforms should be required to establish effective mechanisms for detecting, labelling, and
removing harmful deepfake content, particularly where such content violates privacy, dignity, or
women's rights. Transparent grievance redressal procedures and timely content removal can
significantly reduce harm to victims.

Another important lesson is the value of a rights-based regulatory approach. The protection of
privacy, equality, dignity, and freedom of expression should remain central to any future legal
framework. Rather than imposing blanket restrictions on artificial intelligence technologies,
regulation should focus on harmful uses while permitting legitimate applications in education,
research, entertainment, and innovation. India may also benefit from strengthening digital literacy
initiatives and public awareness programmes. Educating citizens about the risks of manipulated
media can help reduce misinformation and improve resilience against digital deception. In
addition, enhancing the technical capacity of law enforcement agencies and promoting cooperation
between regulators, technology companies, and international partners can improve the

investigation and prosecution of deepfake-related offences.

9. Emerging Policy Responses and Future Directions
9.1 Responsible AI Governance and Gender-Sensitive Regulation
The growing misuse of deepfake technology has highlighted the need for responsible artificial
intelligence governance that balances innovation with the protection of fundamental rights. As Al
systems become increasingly capable of generating realistic synthetic content, regulatory
frameworks must ensure that technological advancement does not undermine privacy, dignity,
equality, and personal autonomy. Responsible Al governance seeks to promote transparency,

accountability, fairness, and human oversight in the development and deployment of Al
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technologies. A key component of responsible Al governance is the adoption of transparency
measures that enable users to identify Al-generated or manipulated content. Labelling
requirements, disclosure obligations, and accountability mechanisms can help reduce deception
and strengthen public trust in digital information. Such measures are particularly important in
addressing deepfakes, which are often used to spread misinformation, facilitate impersonation, and
exploit vulnerable individuals.

From a gender justice perspective, Al regulation must recognize that technological harms are not
experienced equally by all users. Women are disproportionately affected by non-consensual
deepfake pornography, image-based sexual abuse, and online harassment. Regulatory frameworks
should incorporate gender-sensitive safeguards that specifically address technology-facilitated
violence against women. Victim-centred remedies, effective complaint mechanisms, and prompt
content removal procedures are essential components of such an approach. International
developments, including the UNESCO Recommendation on the Ethics of Artificial Intelligence
and the OECD Al Principles, emphasize the importance of human rights, non-discrimination, and

inclusivity in Al governance.

9.2 Digital Literacy, Cybercrime Investigation and Platform Responsibility

Addressing the growing threat of deepfake abuse requires a multi-dimensional approach that
extends beyond legal regulation. Digital literacy, effective cybercrime investigation, and
responsible platform governance are essential components of a comprehensive strategy for
protecting individuals from technology-enabled harms. As deepfakes become increasingly realistic
and accessible, strengthening public awareness and institutional capacity has become a critical
policy priority. Digital literacy plays a vital role in helping citizens identify manipulated content
and respond appropriately to online misinformation and deception. Public awareness programmes
can educate users about the risks associated with deepfakes, methods for verifying digital content,
and available legal remedies in cases of online abuse. Such initiatives are particularly important
for protecting vulnerable groups, including women, who are frequently targeted through non-
consensual intimate imagery and other forms of technology-facilitated violence.

Law enforcement agencies must enhance their capacity to investigate and prosecute deepfake-
related offences. This requires specialized training, improved digital forensic capabilities, and

greater technical expertise in artificial intelligence and cybercrime investigations. Efficient
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reporting mechanisms and coordination among investigative agencies can further strengthen
responses to emerging digital threats. Digital platforms also bear significant responsibility in
preventing the spread of harmful deepfake content. Social media companies and online
intermediaries should adopt effective content moderation systems, establish transparent grievance
redressal mechanisms, and cooperate with lawful investigations. Prompt identification and
removal of unlawful content can substantially reduce harm to victims and limit the circulation of

manipulated media.

9.3 Need for Dedicated Deepfake Regulation in India

While existing laws such as the Information Technology Act, 2000, the Bharatiya Nyaya Sanhita,
2023, and the Digital Personal Data Protection Act, 2023 provide partial remedies against
deepfake-related harms, they were not specifically designed to address the challenges posed by
Al-generated synthetic media. As a result, significant legal gaps remain in relation to the creation,
dissemination, detection, and removal of harmful deepfake content. Deepfakes present unique
risks that differ from traditional cyber offences. They can be used to facilitate identity theft, non-
consensual intimate imagery, misinformation, fraud, political manipulation, and online
harassment. Women are particularly vulnerable to such misuse, as deepfake technology is
frequently employed to create sexually explicit content without consent. The speed with which
manipulated content can be generated and circulated often exceeds the capacity of existing legal
and enforcement mechanisms to provide timely remedies.

A dedicated regulatory framework could establish clear definitions of deepfakes, specify legal
responsibilities for creators and distributors of malicious synthetic media, and strengthen
obligations for digital platforms to detect and remove harmful content. Such legislation could also
provide victim-centred remedies, including expedited takedown procedures, compensation
mechanisms, and enhanced protection of privacy and digital identity. At the same time, any future
regulation should adopt a balanced approach that protects fundamental rights while supporting
technological innovation. Legitimate uses of Al-generated content in education, research,
entertainment, journalism, and creative expression should not be unnecessarily restricted. Instead,

regulation should focus on transparency, accountability, consent, and prevention of harmful uses.
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10. Findings, Recommendations and Conclusion

10.1 Major Findings

The rapid expansion of deepfake technology has transformed the nature of online abuse. What was
once limited to conventional cyber harassment can now involve highly realistic fabricated images
and videos capable of causing serious reputational and psychological harm, particularly to women.
Although deepfakes possess legitimate applications in education, entertainment, and technological
innovation, their misuse has created serious risks for individuals, particularly women. The
proliferation of non-consensual intimate imagery, digital impersonation, cyber harassment, and
image-based sexual abuse demonstrates the potential of deepfakes to facilitate new forms of
technology-enabled violence and exploitation. The research further reveals that women are
disproportionately affected by harmful deepfake content. Such misuse often results in
psychological distress, reputational damage, social stigma, and restrictions on meaningful
participation in digital spaces.

The study also finds that existing Indian laws provide only partial protection against deepfake-
related harms. While the Information Technology Act, 2000, the Bharatiya Nyaya Sanhita, 2023,
and the Digital Personal Data Protection Act, 2023 offer certain remedies, they do not
comprehensively address the unique challenges posed by Al-generated synthetic media.
Difficulties relating to detection, attribution, platform accountability, and cross-border
enforcement further weaken the effectiveness of the current legal framework. The comparative
analysis demonstrates that jurisdictions such as the European Union, the United Kingdom, the
United States, and Australia are increasingly adopting regulatory measures emphasizing
transparency, platform responsibility, victim protection, and human rights safeguards. These
developments suggest that India would benefit from a more comprehensive and rights-based

approach to regulating deepfakes while promoting responsible technological innovation.

10.2 Gaps in the Existing Legal Framework

The study identifies several shortcomings in the existing legal framework governing deepfake-
related harms in India. Although current laws provide remedies for offences such as identity theft,
cyber harassment, obscenity, defamation, and privacy violations, there is no legislation specifically
addressing the creation and dissemination of malicious deepfake content. Therefore, legal

responses often rely on provisions that were enacted before the emergence of generative artificial
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intelligence and may not adequately address the unique characteristics of synthetic media. A
significant gap exists in relation to the definition and regulation of deepfakes. The absence of clear
statutory standards creates uncertainty regarding liability, evidentiary requirements, and
enforcement mechanisms. Existing laws also provide limited guidance on issues such as Al-
generated impersonation, manipulated audiovisual content, and non-consensual synthetic imagery.
The research further highlights challenges relating to platform accountability and content
moderation. While intermediaries are subject to certain due diligence obligations, the rapid
dissemination of deepfake content often exceeds the capacity of existing regulatory mechanisms.
Victims frequently encounter delays in content removal and difficulties in obtaining effective
remedies. Enforcement challenges constitute another major weakness. The detection and
attribution of deepfakes require advanced technical expertise and digital forensic capabilities that
are not uniformly available across enforcement agencies. Besides, the cross-border nature of online
platforms complicates investigation, evidence gathering, and prosecution. The study concludes
that the current legal framework remains fragmented and reactive. A more comprehensive
approach incorporating clear definitions, platform responsibilities, victim-centred remedies, and
specialized regulatory safeguards 1s necessary to address the evolving risks posed by deepfake

technology and to ensure effective protection of women's rights in the digital environment.

10.3 Recommendations

In light of the growing misuse of deepfake technology, India should adopt a comprehensive and
rights-based regulatory approach that balances innovation with the protection of fundamental
rights. The first priority should be the development of a dedicated legal framework that clearly
defines deepfakes, distinguishes legitimate uses from malicious applications, and establishes
liability for the creation and dissemination of harmful synthetic content. Greater platform
accountability is also essential. Digital intermediaries should strengthen content moderation
mechanisms, implement effective reporting systems, and ensure the timely removal of unlawful
deepfake content, particularly material involving non-consensual intimate imagery and online
abuse. Transparency measures such as content labelling and disclosure requirements can further
help users identify Al-generated media and reduce the risk of deception.

The capacity of law enforcement agencies should be enhanced through specialized training,

advanced digital forensic tools, and dedicated cybercrime units capable of investigating Al-related
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offences. Improved coordination between regulatory authorities, technology companies, and
international partners would facilitate more effective responses to cross-border digital harms. The
study also recommends expanding digital literacy and public awareness programmes. Citizens
should be educated about the risks associated with deepfakes, methods of verifying online content,
and available legal remedies. Such initiatives can strengthen public resilience against
misinformation and technology-enabled exploitation. All future regulatory measures should
incorporate a gender-sensitive perspective. Given the disproportionate impact of deepfake abuse
on women, legal and policy responses must prioritize victim protection, privacy, dignity, and
access to effective remedies. A balanced framework based on human rights, accountability, and
responsible innovation will be essential for addressing deepfake-related harms and ensuring a safer

digital environment.

10.4 Conclusion

Deepfake technology represents a significant challenge at the intersection of artificial intelligence,
cyber law, human rights, and gender justice. While advances in Al have created new opportunities
for innovation and digital creativity, they have also enabled sophisticated forms of manipulation
that threaten privacy, dignity, reputation, and personal autonomy. The misuse of deepfakes,
particularly through non-consensual intimate imagery, digital impersonation, and online
harassment, has emerged as a serious concern for women's rights in the digital age. This study
demonstrates that existing legal frameworks in India provide only partial protection against
deepfake-related harms. Although constitutional guarantees and statutory provisions offer
important safeguards, they do not comprehensively address the unique challenges posed by Al-
generated synthetic media. Difficulties relating to detection, attribution, platform accountability,
and cross-border enforcement further complicate effective regulation and victim protection.

The comparative analysis reveals a growing international trend toward responsible Al governance,
transparency obligations, platform responsibility, and human rights-based regulation. These
developments underscore the importance of adopting a balanced approach that protects individuals
from harm without unnecessarily restricting innovation and freedom of expression. As deepfake
technologies continue to evolve, India must strengthen its legal, institutional, and technological
responses to emerging digital threats. A regulatory framework grounded in privacy, dignity,

equality, and gender justice can help ensure that technological progress remains consistent with
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constitutional values and human rights principles. Ultimately, the effective regulation of deepfakes
is not merely a matter of cyber governance but a broader commitment to safeguarding women's

rights, promoting digital trust, and ensuring justice in an increasingly technology-driven society.
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